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ISA Tool Kit

Banking Series - Part I

Introduction

Effective management of information and technology is vital to the survival and success of any organisation. Information travels without constrains of time, speed and distance. Our dependence on information and the systems that deliver them is increasing day by day. With the introduction of computers, a new dimension has been added, namely technology risks. Adequate security structure, systems and processes should exist for successful IT governance of any enterprise.

Why Information System Audit (ISA)?

We as professionals, with our background in accounting and audit, are better equipped to carry out information system audit. ISA is not a substitute to financial audit. But ISA supports it as the data is captured in information systems. The expertise required for conducting an ISA is much more and we should equip ourselves with adequate and relevant knowledge. 

The information systems have moved beyond being just accounting packages and are now used to cover the entire range of business operations. They also provide information that can assist the organisation in planning, controlling and decision-making. The challenge for the auditor is to ensure that the information is relevant, accurate and complete. 

Information System audit is done around, with and through the system. The IS auditor uses the computer to get into the system itself and checks whether a good system of controls is built around automated processes and operates as per the organisation's approved plans. 

Information System audit covers the following critical areas: 

1. IT Infrastructure (physical facilities / Hardware etc.) 

2. Operating systems 

3. Application software including Database 

4. Security policies and controls including Disaster Recovery 

5. Outsourcing operations 

6. Systems Development & Change management controls 

Before starting an IS Audit, the following information should be obtained:

· Information on existing Information Systems and Applications (Technology Summary) 

· Organisational structure 

· Overview of business process 

The challenges faced in any IS audit can be attributed to the following factors:

· Lack of visible audit trails 

· Increasing role of programmed controls 

· Inadequate segregation of duties 

· IS integrity and confidentiality 

· Hacking 

There are several facilities available for IS Auditors in the system itself in addition to independent audit software. These topics will be discussed in detail later.

Professional education gives an overview, but practical understanding is essential for an objective IS audit. With this background we propose to give content relevant to specific environment and industry. 

To start with, we will take up the banking industry, where IT drives the business process. Internal audit in a bank supports and helps in statutory audit. System audit is a prerequisite for financialaudit in banks. ATMs, Internet and mobile banking are some of the areas where security is a serious concern. 

The banking industry is now going the IT way, especially after the CVC directive to computerise the entire operations. Many in our profession are involved in auditing of banks and we might lose out if we do not equip ourselves with the knowledge to meet new challenges in the ever-changing banking environment. Chartered Accountants too will have to gear up to the IT wave. This precisely is the reason for commencement of ISA course. 

Overview of banking processes

In India, the banks basically perform the following business called the core business. 

· Accept deposit from public 

· Lend money to public for specific purpose 

· Deal with remittance and collection 

· Undertake Treasury & forex operations 


Banks also conduct a few other activities that are incidental to their main activity such as offering safe deposit lockers etc.

Banks basically use two kinds of software:

Standalone branch solutions

The transactions take place in the server at the branch level and at the end of day it is consolidated and sent to Regional/Head office for further consolidation.

Core Banking Solutions (CBS)


As the main focus is on core area of deposits, loans, remittances and MIS, banks use the core banking solutions that can be deployed centrally to take advantage of both the following: 

· The central administration 

· Distributed operation through their network of branches 


The CBS takes care of various complex business processes in different modules. At the same time, the CBS is cost effective and efficient. In CBS, banks maintain a central database and all transactions that take place in various branches are updated in the central server online. People also can transact business from any of the branches of the bank. Adequate infrastructure such as dedicated lines, necessary hardware etc. must be available.

IS Audit of banks
Commercial banks in India are the backbone of financial transactions and the volumes put through by them is mind boggling because of their 

· Vast network 

· Locations 

· Number of customers they serve 

Banks have different products for various segments and employ relevant delivery channels. It is also the biggest in terms of manpower employed resulting in complex situations as far as the controls are concerned.

Any IS audit of a bank is a complex operation and a bank has several layers, beginning with branches at the lowest and the corporate/head office at the highest level. The IS audit should be broken down to cover the entire architecture of the system, i.e. from the system at the highest level to the terminals or inputs that the customers use. The audit should be vertical in terms of hierarchy and horizontal in terms of function. 

Information system audit of each module is to be done with different perspective as each one of them perform different roles in the organisation and there will be some overlapping of functions and policies e.g. branch as well as Head office will have to comply with government regulations. This can be represented by a three dimensional matrix which will give a better picture.

BANK's ORGANISATIONAL STRUCTURE & BUSINESS PROCESS

[image: image3.png]Government
Transactons

Treasury
Management

Forex
Management

Internet Banking

Regional
office





Fig. 1 Three Dimensional View of Banking Operations

· In the first column we have the list of functions performed by banks namely, day-to-day operations, ATMs, Treasury Management, Forex Management, Internet Banking etc. This is represented by 'm' in the three dimensional matrix. These activities are carried out by various operational units mentioned in the second column namely branches, Regional Offices etc. represented by 'n' matrix. One of the functions is either carried out independently by a single unit like opening of deposit accounts by branches or two or more units will be involved in completing the process. For example, in an ATM, while the replenishment of cash and maintenance is looked after by the branch the purchase of ATMs and macro level policies to be followed in ATMs are decided by another unit at the higher level. Thus a complexity comes into the business process. Similarly, in treasury management, branches perform physical delivery of securities in the branches, while the rates and other decisions such as purchase and sale are decided by one of the higher operational unit. 

· Another dimension called 'o' is added which may be applicable to either a function ('m') or operational unit ('n') or both thus increasing the complexity. As stated earlier, one example is compliance with government regulations, some of which may be applicable to only branch level whereas business goals will have to be achieved by the entire operational units. The complexity of banking industry is to be kept in mind during IS audit.

· The role of bank auditors is rapidly changing in the context of manual bookkeeping and total branch automation giving way to CBS. But the core audit principles remain the same though the methods and terminology used for the audit are different. The periodicity of IS audit of branch and other offices also will vary for various levels depending on the nature and volume of transactions.

Controls in the Information System environment

All transactions put through, need to be continuously monitored for their integrity and compliance with control requirements. IS audit will provide assurance to the management about the adequacy of bank's control measures. Two key controls in any IT environment are

1. Application controls: These are the controls that exist within the application software, which puts through the transactions at the branch level. One example is permitting of overdrawing in any account, which should be permitted only by the authorised person and none else.

2. Information System controls: These are the controls in developing IT packages, ensuring system security and monitoring IT processes. Successful IS controls can increase the reliability of application controls. In the system security, effective control should be exercised in physical access as well as in access to control software. Password controls and access levels have to be clearly defined and well documented. Another important area any IS audit should look at is access violation monitoring, which will give an idea about any unauthorised attempts to log into the system. Reporting of errors and maintaining a log of such errors will help in improving the software. 

In addition to the above the following areas are also critical to the IS audit.


· Operating System Controls

Under these controls, it is ensured that only authorized users log in to the terminals and are uniquely identifiable and accountable. Logs are maintained on the use of utilities, changes to access methods etc and this will give the IS auditor an idea about the controls existing at the operating system level. 


· Database Controls

This controls the access to data files to authorised users only and ensures that data is validated before it is updated in the database.


· Infrastructure Controls

This takes care of other areas such as restricting physical access to computer room to authorized personnel, Fire Hazards, Air conditioning, power supply, communication network, insurance etc. 

Disaster management: 

An effective disaster management should be in place so that downtime is negligible. It will affect the image of the bank if customers are not able to put through their transactions quickly. This is very true if they are not able to access ATMs or through Internet. The backup procedures should be effective and care should be taken to observe the following:

· Regular backups 

· Backups on external media 

· Offsite storage of backups 

· Testing of backup periodically for validity of data 

· Comprehensive backup 

· Replacing the backup media at regular intervals 

Another area is maintaining a close liaison with vendors so that any problems encountered with hardware and other related infrastructure can be rectified minimising the downtime.

Conclusion

We have given you an overview of IS audit and what is in store for you. We will deal with various aspects of IS audit of banks in detail in the forthcoming issues.
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